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> Firewalls

= IDS (Intrusion Detection)

> Monitoring/Administration

> Auditing

> Spam/Virus/Worm Scanning

> Proprietary Solution Cost Comparison
> Conclusion



> Netfilter/IPtables/Shorewall - Linux j‘

> PF (Packet Filter) - OpenBSD

> IPFW - FreeBSD




> Netfilter - a set of hooks inside the Linux

2.4.x kernel's network stack which allows
kernel modules to register callback func-
tions called every time a network packet
traverses one of those hooks.

> |IPtables - a generic table structure for the
definition of rule sets Each rule within an IP
table consists out of a number of classifiers
(matches) and one connected action
(target).



> packet filtering (stateless or stateful)
> NAT (Network Address Translation)
> advanced packet processing

> packet mangling
> framework inside the Linux 2.4.x kernel
> additional features as patches



> Shorewall - high-level tool for configuring
Netfilter/|IPtables

Router/firewall/gateway applications

IP Masquerading

Source Network Address Translation (SNAT)
Blacklisting

VPN support

Traffic Control/Shaping

MAC Verification

Traffic accounting



> OpenBSD's system for filtering TCP/IP traffic
> NAT (Network Address Translation)

> Packet “Scrubbing”

® Queuing (Class Based, Priority, etc.)

> Traffic Redirection

> Part of the OpenBSD kernel

> Security hardened host Operating System

> OpenBSD security track record



> Packet filtering

> |P accounting

> NAT (Network Address Translation)
> Part of FreeBSD kernel

> FreeBSD rock solid stability/reliability



= Snort Intrusion Detection System

> Prelude Hybrid Intrusion Detection System

> AIDE (Advanced Intrusion Detection
Environment)

> Samhain File Integrity / Intrusion Detection
System



> Snort - an open source network intrusion
detection system.

Real-time traffic analysis/alerts
Packet logging

Protocol analysis

Content searching/matching
Detect attacks/probes

Flexible rules language
Modular plug-in architecture
Mature (current version 2.0.4)
Released under GPL




= A.C.L.D. - Analysis Console for Intrusion
Databases

= Snort Center - Snort IDS Rule and Sensor
Management

Centralized management of multiple Snort
IDS nodes across a network from one
console

Centralized logging to SQL database
Secured distribution of rule sets (via SSH)
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= Prelude - Hybrid Intrusion Detection system

Five Main Parts:
Sensors — detect at strategic network points

Managers — centralized data processors (can
be distributed)

Counter Measure Agents — perform action
to stop/thwart anomaly reported by a Manager

The Prelude Library — API for modules



< Host and/or network based

> Modular design
> Distributed managers and sensors

> Countermeasure ability built in



> Host based

> Monitors file integrity
> Creates database of known good hashes

> Uses multiple algorithms
(md5,sha1,rmd160,tiger,haval,etc)

> Intended as GPL replacement of TripWire



> Host based

> File checksums detect modifications

> Searches for rouge SUID executables

> Detects root kits (under Linux and FreeBSD)
> Able to log to SQL database

> 'Complete’ integrity checking

> Released under GPL



> OpenNMS

> MRTG

> NeDi

> Nagios

> Webmin

> LogWatch / SWATCH

> SEC

> openMosix / openMosixview
> Etherape



> Network Management System framework

> Easily customized to fit needs
> Modular design

> Supports plug-ins




Concurrent management tasks:

O00O0OOLOLOOLOO OO

Action daemon - automated action (work flow)
Collection daemon - collects data

Capability daemon - capability check on nodes
DHCP daemon - DHCP client for OpenNMS
Discovery daemon - initial and ongoing discovery
Events manager daemon — manages/stores events
Notification daemon - external notification of users
Outage manager daemon - consolidates events
Poller daemon - polls managed nodes/services
RTC manager daemon - real time availability information
SNMP trap daemon — handles SNMP traps
Threshold daemon — monitor for threshold values
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> A tool to monitor the traffic load on network

> Generates HTML with PNG reports

> Provides a LIVE visual representation of traffic

> Allows monitoring and analysis of many data
center functions (router, server, latency,
utilization, temperature, etc.)

> Countless ways to utilize for data visualization

> Released under GPL
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= NeDi - a perl based network discovery &
management system for Cisco components.

Features

Centralized management
Manage device configurations
Push out new configurations
Intuitive console

Accessed via web browser
Graph devices

Lists devices

Supports IOS and CatOS



Main Page
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NeDi Device Writer
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NeDi Device Report
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> Nagios — a host and service monitor

Accessed via web browser

Services (POP, PING, HTTP, etc)
Host resources

Environmental factors

Option of distributed monitoring
Acknowledge issues via web interface
Notification / event handlers
Modular, allows for plug-ins

Released under GPL



Tactical Overview
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3D Overview
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> Webmin - a web-based interface for
system administration for Unix

- Administrate multiple servers via a web browser

- Configure/monitor Shorewall firewalls

- Manage http, DNS, Clusters, DHCP, POP, SMTP, etc.
- Modular design using plug-ins

- Released under GPL
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LogWatch = analyzes and reports on
system logs

Customizable and pluggable log-monitoring

Reports on given parameters over given period



> Swatch - (Simple WATCHer) of log files

Monitors virtually any log file
Reports on given parameters over given period

Easily customized



> Fill the gap between commercial and
homegrown solutions

> Event correlation engine for HP OpenView
NNM

> Event correlation engine for HP OpenView
ITO management server and agents

> Event management for CiscoWorks

> Event consolidation and correlation for
Snort IDS

> Logfile monitoring and analysis (used in
place of Swatch and Logwatch)



<> openMosix - a Linux kernel extension for
single-image clustering

> openMosixview — GUI for management
of openMosix clusters

Main Window
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> Etherape - graphical network monitor for
Unix modeled after etherman

> Network traffic is displayed graphically
> "Top Talkers' represented most

> Select protocol stack of focus

> Network filters

> View internal traffic, end to end IP, or port to
port TCP

= Can read saved tcpdump file
> Most protocols supported
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> Nessus
> NMAP
> Inprotect
> Ethereal



> Nessus - easy to use remote security
scanner

> Software to remotely audit a given network

> Detects service on non-standard ports

> WIll try to exploit remote service vulnerabilities

> Ultilizes plug-ins

> Very up to date

> NASL (Nessus Attack Scripting Language)

> Client-server architecture

> Can test multiple host simultaneously iz

> Exportable reports in multiple formats
Nessus

> Smart service recognition




> Nmap - utility for network exploration or se-
curity auditing

> Can rapidly scan large networks

> Detects application name and version
> Detects OS version

> Detects firewalls etc.

> Easy to use



GUI Front End
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> Inprotect - web interface for Nessus and
Nmap security scanners

> Manual and scheduled security scans
> Easy to use web browser interface
= Administrate regular network scans easily



> Ethereal - network protocol analyzer
(sniffer)

> Examine data from a live network
> Examine saved capture file

> Supports many capture formats

> Intuitive interface

> View reconstructed TCP sessions
> Easy to use filters



The Ethereal Netwark Anal
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> Spam Assassin
> ClamAV
> MailScanner



> Spam Assassin — rule based mail filter to
iIdentify Spam

> Header analysis

> Text analysis

> Blacklists

> Razor - (collaborative Spam-tracking database)



> ClamAV - anti-virus toolkit for UNIX
Command-line scanner

Fast, multi-threaded daemon

Simple database updater

Virus scanner C library

On-access scanning (Linux)

Detection of over 10000 viruses, worms and
HIERE

= Built-in support for RAR (2.0), Zip, Gzip, etc.
> Up to date signature additions

O 0O 00 0 0



= Mail Scanner - scans all e-mail for
viruses, Spam and attacks against security
vulnerabilities

> Protects over 5 billion e-mails every week*

= All in one solution for email scanning

> any combination of 14 different virus
scanners including ClamAV

> Scalable and robust

= Automatic updates

> Multiple Spam identification techniques

> Released under GPL

*Source MailScanner website



Open Source Solution Cost

> Example Network
= 50 servers

= 4000 users

2 450 VPN users



~ Checkpoint Suite - VPN-1, Firewall-1, FloodGate-1, Meta

IP, Account Management Module, UserAuthority, ConnectControl,
Reporting Module, Real-Time Monitor, SecureUpdate and Visual
Policy Editor.

Licensing by nhumber of IP addresses = 4500 IPs
$200 per 10 IP addresses = $90,000%*
$50 per VPN client software (450 users) = $22,500%*
plus cost of hardware / OS to run it on
plus cost of newing license every year
plus deployment costs

plus support and updates - “Licensing notes: Support and
software updates are not included with CheckPoint products™*

*Source securehg.com 11-15-03



> Linux Firewall — utilizing Shorewall and
FreeS/WAN (for VPN)

IP addresses = 4500 IPs

per IP licensing

VPN client software licensing
cost of hardware to run it on

cost of newing license every year
deployment costs

cost of support contracts and updates



O

Multiple options to choose from

You get the source code

Manage many data center functions from
centralized console

> Easily create custom solutions to fit needs
> No licensing costs (per seat, IP, etc)

> Paid support available if needed
=
=

O 0O

Lower cost of ownership
Better ROI than many proprietary offerings
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